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Sparse Non-Linear Vector Autoregressive Networks
for Multivariate Time Series Anomaly Detection

Mohammed Ayalew Belay
and Pierluigi Salvo Rossi

Abstract—Anomaly detection in multivariate time series (MTS)
is crucial in domains such as industrial monitoring, cybersecurity,
healthcare, and autonomous driving. Deep learning approaches
have improved anomaly detection but lack interpretability. We
propose an explainable anomaly detection (XAD) framework using
asparse non-linear vector autoregressive network (SNL-VAR-Net).
This framework combines neural networks with vector autore-
gression for non-linear representation learning and interpretable
models. We employ regularization to enforce sparsity, enabling
efficient handling of long-range dependencies. Additionally, aug-
mented Lagrange multiplier-based techniques for low-rank and
sparse decomposition reduce the impact of noise. Evaluation on
publicly available datasets shows that SNL-VAR-Net offers com-
parable performance to deep learning methods with better inter-
pretability.

Index Terms—Explainable anomaly detection (XAD), low-rank
decomposition, multivariate time series, vector autoregression.

1. INTRODUCTION

ULTIVARIATE time series (MTS) capture the temporal
M evolution of various physical parameters and are vital for
system monitoring, such as anomaly detection and prediction.
MTS anomaly detection is crucial in industrial monitoring [1],
[2], [3], network intrusion detection [4], [5], wireless sensor
networks [6], medical applications [7], and autonomous vehi-
cles [8]. In industrial contexts like manufacturing and power
plants, MTS anomaly detection helps identify system faults,
predict equipment failures, and improve operational efficiency.
In network management, focusing on unusual traffic patterns
indicating potential cyberattacks is essential for deploying digi-
tal technologies in safety-critical applications. Recent advance-
ments in MTS anomaly detection leverage machine learning,
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with a shift towards unsupervised methods due to challenges in
supervised and semi-supervised approaches [9], [10]. In addi-
tion, several self-supervised methods, such as autoregression and
contrastive learning, are proposed for MTS anomaly detection
and sequential modeling [11], [12], [13].

Unsupervised deep learning models efficiently capture com-
plex temporal patterns and are categorized into reconstruc-
tion, prediction, and generative models based on their anomaly
detection strategies [14]. Despite their performance, methods
based on deep neural networks (DNN) lack interpretability,
which is crucial for safety-critical applications. Explainable
Al (XAI) aims to bridge this gap, focusing on performance
and interpretability [15]: methods for explainable anomaly de-
tection (XAD) are categorized into pre-model, in-model, and
post-model techniques [16]. Pre-model techniques rank feature
importance, in-model techniques incorporate interpretability di-
rectly, and post-model techniques explain model decisions post-
prediction, with LIME [17] and SHAP [18] being prominent
examples. These methods enhance understanding of complex
models, making them suitable for critical applications.

Several recent interpretable models are tailored for supervised
XAD and do not handle effectively pattern modeling in complex
MTS. They often overlook the presence of noise and outliers in
real-world datasets, which can impact the training procedure and
system performance during operation. In this letter, we propose
a framework for unsupervised XAD in MTS based on a sparse
non-linear vector autoregressive network (SNL-VAR-Net). The
SNL-VAR-Net architecture integrates low-rank and sparse de-
composition for noise reduction and vector autoregression based
on neural networks (NNs), yielding an interpretable model with
parameters representing time lags. The contributions of this
work are the following:

® We introduce a novel unsupervised XAD method for MTS
utilizing a SNL-VAR-Net;

e We employ low-rank and sparse (LRS) decomposition
techniques to minimize the impact of noisy data during
the training process, solved with the augmented Lagrange
multiplier (ALM) method;

e We include sparse regularization to enforce sparsity and
handle efficiently MTS with long-range dependencies;

® We evaluate the performance using two publicly-available
datasets related to real-world multi-sensor systems and
compare it with relevant baselines.

The rest of the letter is organized as follows: the problem of

interest and the related mathematical notation are introduced in
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Section II; Section III provides the mathematical details of the
proposed methodology; the experimental setup and the datasets
considered for model validation are presented in Section IV;
Section V shows the numerical results for performance analysis
and related discussion; finally, conclusions and future research
directions are given in Section VI.!

II. PROBLEM STATEMENT

We consider a MTS with K components, with z;[n] € R
denoting the value of the kth univariate component at discrete
time n. The data vector z[n] = (z1[n],z2[n], ..., zx[n])T €
R% collects all the components at time 7, and the collection of
data vectors related to IV discrete times steps is arranged into
the data matrix X = (z[1],z[2],...,z[N]) € RE*N,

A training data matrix (X ¢;ain) represents the MTS observa-
tions under normal conditions. The proposed framework aims at
characterizing normal MTS behavior and detecting deviations.
A test data matrix (X es; € RE*M) including MTS from both
normal and anomalous conditions paired with a label vector
y=(y1,v2,---,yn)’, with y,,, = 1 (resp. y,, = 0) denoting
the presence (resp. absence) of an anomaly at discrete time m,
are used for performance evaluation.

III. ANOMALY DETECTION
A. Low-Rank and Sparse Decomposition

We employ LRS decomposition to mitigate the impact of
noisy training data. The data matrix is decomposed into a
structured low-rank component (L € R%*V) representing the
normal behavior? and a sparse component (S € R**™) repre-
senting anomalies and/or noise:

X=L+S. ey

The non-convex formulation of the LRS decomposition min-
imizes the rank of the low-rank matrix (L) and the number of
non-zero elements of the sparse matrix (S) [19], [20]:

riliél rank(L) + ||S]lo, st L+S=X. 2)

However, we consider a surrogate convex relaxation approach

min [|L]l. +2[[S]1, st L+S=X, 3)

where X is aregularization parameter that trades-off the low-rank
and sparse components. We use the ALM method as:

J(L,S,Y, p) = [|L[|- + A[|S]ly + (Y, X — L = S)
+ 21X —L- S}, @

where Y € RE*¥ s the matrix of Lagrange multipliers and
p > 01is a penalty parameter.

I Notation — vectors and matrices are denoted with bold lower-case and bold
upper-case letters, respectively; rank, and transpose operators are represented as
rank(-) and ()75 || - I, || - ||+, || - |F» and (-, -) denote the £;-norm, the nuclear
norm, the Frobenius norm, and the Frobenius inner product.

2 Analogously to X, we denote I[n] € R the column of the low-rank matrix
L representing the low-rank representation of & [n].
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Fig. 1. Architecture of SNL-VAR-Net.
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Fig.2.  Scree plot of the original (dashed lines) and low-rank (solid lines) data

representations.

B. Snl-Var-Net

The proposed architecture is shown in Fig. 1. To compute
data-vector estimate (&[n]), SNL-VAR-Net combines vector
autoregression with neural networks:

P
zn|=o ZAgw[n—Z] +c|, 3
=1

where o(-) is a nonlinear activation function,’ p is the order of
the vector autoregression, A, € R¥*¥ is the coefficients matrix
for the /th lag, and ¢ € RX is a vector of constants. Equation (5)
provides model interpretability since each coefficient matrix

3We use a sigmoid activation function.
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Fig. 3. Training loss without regularization (dashed lines) and with regular-

ization (solid lines) for various model orders.
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Fig. 4. Impact on Fl-score of the non-linear activation function and of the

regularization term for various model orders.
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Fig. 5. Impact on AUPRC of the non-linear activation function and of the
regularization term for various model orders.

(Ay) is responsible for the signal dynamic related to a specific
lag (¢).

The model parameters (© = {A;,As,..., Ay, c}) are
learned by replacing the data vector (x[n]) with its low-rank
representation (I[n]) in the loss function, which combines mean
square error (MSE) with sparse regularization:

L(®)=Lyse(®)+a-R(O), 6)

where Lars5(0) = gy et Sonepr1 (leln] — &x[n])2,
v is aregularization parameter, and R(+) is a regularization term
computed as the sum of all the costs (c;) associated with each
parameter 6; € © according to a predefined function.*

SNL-VAR-Net computes the anomaly score as the mean pre-
diction error using the ¢5-norm. The anomaly score for a given
test data point (x[n])is givenby s,, = ||x[n] — &[n]||,. Anomaly
detection (4,,) is performed based on a threshold-based rule’
applied to the anomaly score (s,,), i.e.

1 Sy > TF
Urn, = . 7
Um 0 6, <1 (7

4We use ¢; = log(1 4 ~|0;|) with ~ being a tunable hyperparameter.
SWe assumed 7" = fis + 365, where fis and 62 represent the maximum-
likelihood estimates of mean and variance of the training anomaly score.
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IV. EXPERIMENTAL SETUP

We conducted our experiments using two publicly avail-
able MTS datasets: Secure Water Treatment (SWAT) [21],
[22] and Water Distribution (WADI) [23]. SWAT was col-
lected from a testbed that simulates the physical process and
control system of a real-world water treatment system, and
includes readings from 51 sensors over 11 days of operation,
with a sampling interval of 1 s. WADI was collected from
a testbed that expands SWAT to a comprehensive network
for water treatment, storage, and distribution, and includes
readings from 123 sensors over approximately 16 days, with
a sampling interval of 1 s. We assumed stationarity in the
data, which is critical for the autoregressive components of
the model. For nonstationary datasets, preprocessing techniques
(e.g., differencing, detrending, seasonal decomposition) must be
applied.

We use binary-classification metrics suitable for scenarios
where anomalous samples are less frequent than normal ones: F
score and area under the precision-recall curve (AUPRC) [14].
We perform a comprehensive comparison with state-of-the-art
unsupervised anomaly detection algorithms: Isolation Forest
(IF) [24]; Gaussian Mixture Model (GMM) [25]; Empirical
Cumulative Distribution Functions (ECOD) [26]; Copula-Based
Outlier Detection (COPOD) [27]; Multi-layer Perceptron Au-
toencoders (AE) [28]; Variational Autoencoders (VAE) [29];
Deep Support Vector Data Description (DeepSVDD) [30]; Ad-
versarially Learned Anomaly Detection (ALAD) [31]. UnSu-
pervised Anomaly Detection (USAD) [32]; Deep Autoencoding
Gaussian Mixture Model (DAGMM) [33]. Data preprocessing
involved downsampling and min-max normalization. For the
downsampled test data, labels are determined such that a sample
is an anomaly if the window contains at least a single anomalous
measurement. We utilized PyTorch deep learning to implement
SNL-VAR-Net.

V. RESULTS AND DISCUSSIONS

The performance of the ALM-based LRS decomposition for
both SWAT and WADI datasets is shown in Fig. 2. When ap-
plying LRS decomposition, the singular values for both datasets
exhibit lower magnitude and a smoother descent, indicating a re-
duction of noise and fewer significant components. Furthermore,
the flattened tail in the decomposed singular values suggests
that LRS decomposition suppresses less informative variations
attributed to outliers and/or noise.

The training loss convergence for the SNL-VAR-Net frame-
work is presented in Fig. 3. We compared convergence across
various model order selections (p = 15,30,45) in the case
in which the regularization term is not included and in the
case in which regularization with logarithmic regularization
function. The regularization improves the convergence rate
of the training loss, with a bigger impact for higher model
orders.

The impact of the non-linear activation function and regu-
larization term introduced in the SNL-VAR-Net framework is
shown in Figs. 4 and 5 via the metrics Fl-score and AUPRC,
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TABLE I
PERFORMANCE COMPARISON WITH BASELINES

Models SWaT WADI
N AUPR| Fi AUPR
ECOD 0.7409 07571 [ 02967  0.1615
COPOD 0.7475  0.7585 | 0.2986  0.1588
IF 0.6880  0.5033 | 0.2026  0.0987
GMM 05152 0.3757 - 0.0987
AE 0.7660  0.7267 | 0.1091  0.0488
VAE 0.7660  0.7267 | 0.1091  0.0488
DeepSVDD | 0.6053  0.6132 | 0.0840  0.0387
ALAD 02176  0.0884 | 0.0887  0.0328
USAD 0.8046  0.7031 | 0.6763  0.1196
DAGMM 0.8017  0.6917 | 0.7033  0.1359

~ SNL-VAR-Net | 0.7963  0.7599 | 0.3379  0.1659

respectively. The results show how the non-linear activation
function stabilizes the performance with respect to the model or-
der (p), thus making its proper selection not necessary. Also, the
regularization term provides relevant gains, thus making more
efficient use of the sparse coefficients. The proposed SNL-VAR-
Net consistently outperforms other variants over both SWAT
and WADI datasets by exploiting both the non-linearity and the
sparse regularization.

The comparison of the SNL-VAR-Net model against recently
proposed baseline anomaly detection methods on both the SWAT
and WADI datasets is presented in Table I. SNL-VAR-Net
outperforms alternative state-of-the-art solutions. Although this
result cannot be considered a proof of superiority in terms of
performance, it is apparent how the proposed method is a valid
solution with the additional desirable characteristic of being
easily interpretable via the autoregressive architecture which it
relies on.

VI. CONCLUSION

We presented a novel and interpretable unsupervised anomaly
detection approach for MTS data. The proposed framework
employs NN-based vector autoregression with SLR decompo-
sition regularization. The enforced sparsity enables efficient
handling of datasets with long-range dependencies and avoids
model order selection. In addition, to reduce the impact of noise
on anomaly detection, augmented Lagrange multiplier-based
techniques were integrated for low-rank and sparse decom-
position. We conducted a performance evaluation using two
publicly available datasets and several baseline methods. The
results demonstrated that the proposed SNL-VAR-Net achieves
effective anomaly detection while providing interpretability. The
importance of employing both non-linearity in the vector autore-
gressive model and LRS decomposition was shown. Future work
will focus on extending SNL-VAR-Net to real-time systems, ex-
ploring different low-rank approximation methods and applying
them to specific domain applications such as network intrusion
detection and industrial monitoring, additional interprebility
analysis, and investigate non-stationary issues.
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